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, symantec.
Depuis 25 ans, une stratégie axée sur la protection. EEEEESEIIEEIEEEEVEL

Symantec

— |Acquisition doAltiris en [Avri !l 2007
© A | Fusion Symantec / Veritas Software mi 2005 altitie
— | | 4°™e éditeur de logiciels dans le monde
© Leader de la protection
© 17500 employés dans le monde RELICORE
© | | 3200 employés en EMEA IM
» | | FY 2008 : 6Md$ ¢
VERITAS BIND VIEW ™.
b Preclse $5 billion
Y— . e
._ ," ~ SYGATE
- gﬂ FTuUrnTida | o
O _ _ N W H O L E(%»)SECURITY
iﬁ P"WE@ | T PRIGHTMAL g biliion
Peter Norton oriptech -
Computing Ame $1.4 billion SLsblleg
$1.07 billion
$53 million | $530 million ~ $750 million 3
1990 1998 2000 2002 2003 2004 2005 2006
PC desktop PC desktop Ent. security Global Ent. Security Message mgmt  Availability & End point
protection storage intelligence & & Application & archiving compliance Compliance &
managed mgmt data center mgmt

services
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Internet Security Threat Report XIllI :

Lequel de ces pays européen est le plus ciblé par
des codes malicieux ?

A UK
[A Allemagne }

A France
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Internet Security Threat Report Xlll :
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De guel pays sont issues majoritairement les attaques ?

A Chine
 AUSA 1

ARussie
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Internet Security Threat Report XIllI :

Quel est le pourcentage des menaces reférencées en
Europe ciblant des informations confidentielles ?

A20-40%
A40-60%
[ A 60-80% 1
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Internet Security Threat Report XIll :
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Quiz EMEA

En moyenne, combien de signatures (Antivirus/Antispyware)
sont ajoutées par jours par Symantec ?

AMoins de 100
A100-1000
A1000-3000

[ APlus de 3000 ]
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Annonce de la vulnérabilité

Exploitation de la vulnérabilité

Bo N ©

0 Day <24 heures 6-7 jours ~3 heures plus tard

Signature virale

Nombre de
variantes
bloquées

Signature

unique GEB MEMEEE

Generic Ex_p_I0|t Blocklng " VIS REC DEOM .
A Vulnerability-Based Signature BO s
ABasée sur les caractéristiques 426 MS_RPC_NETDD | W32.Mytob.IM@

doune vul n®rabi | i b mm
394 MS LSASS BO Sasser

RPC NETAPI32 B
TruScan™ 250 0 W97M.Invert.B

A Proactive Threat Scan technology

L 121 NetBIOS MS NO W32.Gaobot.AA
AAnalyse comportementale (TcP) Y
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http://securityresponse.symantec.com/avcenter/attack_sigs/s20390.html
http://securityresponse.symantec.com/avcenter/attack_sigs/s20390.html
http://www.symantec.com/security_response/writeup.jsp?docid=2003-081113-0229-99
http://www.symantec.com/avcenter/attack_sigs/s20648.html
http://www.symantec.com/avcenter/attack_sigs/s20648.html
http://www.symantec.com/security_response/writeup.jsp?docid=2005-073111-4817-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2005-073111-4817-99&tabid=2
http://securityresponse.symantec.com/avcenter/attack_sigs/s20443.html
http://www.symantec.com/security_response/writeup.jsp?docid=2004-050116-1831-99
http://www.symantec.com/avcenter/attack_sigs/s21702.html
http://www.symantec.com/avcenter/attack_sigs/s21702.html
http://www.symantec.com/security_response/writeup.jsp?docid=2001-011219-4240-99&tabid=2
http://securityresponse.symantec.com/avcenter/attack_sigs/s20091.html
http://securityresponse.symantec.com/avcenter/attack_sigs/s20091.html
http://www.symantec.com/security_response/writeup.jsp?docid=2004-041513-0645-99
http://www.symantec.com/security_response/writeup.jsp?docid=2004-041513-0645-99

Fiabilite des définitions / signatures

symantec.
(n O n C réati O n d e fal S e-p OS i t i VeS) Confidence in a connected world,

Number Date Product - Sophos McAfee Kaspersky 5 Forefront

1 Jun-08 Ubuntu Linux Server Edition PASS - PASS - FAIL - - FAIL PASS PASS
2z Apr-08 Windows Vieta SP1 Bus. Ed. PASS FAIL FAIL FAIL PASS PASS PASS PASS PASS PASS
3 Feb-08 Windows Server 2003 PASS - PASS PASS PASS PASS - PASS PASS PASS
4 Dec-07 Windows 2000 PASS FAIL FAIL PASS FAIL PASS - PASS PASS PASS
5 Qct-07 Movell Netware 6.5 PASS - FAIL PASS PASS - - - PASS -

3 Aug-07 Windows Vista x54 Bus. Ed. PASS FAIL PASS PASS PASS PASS - - PASS PASS
7 Jun-07 Windows XP S5P2 PASS PASS PASS PASS FAIL PASS PASS FAIL PASS FAIL
i} Apr-07 Mowvell SUSE Linux 10 PASS - PASS PASS PASS - PASS PASS PASS
] Feb-07 Windows Vista PASS - PASS FAIL PASS - FAIL PASS PASS PASS
10 Dec-06 Windows XP 54-bit PASS FAIL PASS PASS PASS - - - PASS PASS
11 Oct-06 Windows 2000 Server PASS PASS PASS PASS PASS - PASS PASS PASS
12 Jun-06 Windows XP PASS PASS PASS PASS - PASS PASS PASS PASS
13 Apr-06 Linux PASS PASS - PASS PASS - - PASS PASS PASS
14 Feb-06 Windows NT 4 workstation PASS - PASS PASS PASS - - PASS PASS PASS
15 Dec-05 Windows Server 2003 X54 PASS - PASS PASS - - - PASS PASS
16 Oct-05 Windows Server 2003 PASS PASS PASS PASS PASS - - PASS PASS FAIL
17 Jun-05 Windows XP PASS - PASS PASS PASS - - PASS PASS PASS
18 Feb-05 Windows NT PASS PASS FAIL PASS - - FAIL PASS PASS
19 Nowv-04 Windows Server 2003 PASS PASS PASS PASS PASS - - PASS PASS PASS
20 Aug-04 NetWare PASS - PASS PASS PASS - - - PASS -

21 Jun-04 ‘Windows XP Profeszional PASS - PASS PASS PASS - - PASS PASS PASS
g Feb-04 Windows NT PASS PASS PASS PASS PASS - - PASE PASS FAIL
23 Nowv-03 Windows 2003 Server PASS PASS PASS PASS PASS - - PASE PASS PASE
24 Aug-03 MNetware 6.0 PASS - PASS PASS PASS - - - PASS -

25 Jun-03 Windows XP Profeszional PASS PASS PASS PASS FAIL - - PASS PASS PASS
25 Feb-03 Windows NT PASS PASS PASS PASS PASS - - PASS PASS FAIL
27 Now-02 Windows 2000 PASS PASS PASS PASS PASS - - PASS PASS FAIL
28 Jun-02 Windows XP PASS FAIL PASS PASS FAIL - - PASS PASS FAIL
pat] Feb-02 Windows Me PASS PASS PASS - FAIL - - FAIL PASS FAIL
30 Now-01 Windows NT PASS PASS PASS FAIL PASS - - FAIL PASS FAIL
5 Apr-01 Windows 2000 PASS - PASS PASS FAIL - - FAIL PASS FAIL
32 Feb-01 Windows Me PASS - FAIL FAIL FAIL - - - PASS FAIL
33 Now-00 Windows NT PASS - FAIL FAIL FAIL - - FAIL FAIL FAIL
34 Sep-00 Netware PASS - PASS FAIL FAIL - - - PASS -

35 Jul-0o Windows 598 PASS - FAIL FAIL FAIL - - FAIL PASS FAIL
35 Apr-00 Windows NT PASS - PASS FAIL PASS - - PASS PASS FAIL
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Le paysage des menaces évolue

A25% des codes fAexploito sont mis
decouverte de la vulnérabilité.

A 66% des codes malveillants du top 50 ont été congus pour voler de
| 6i nfor mati on.
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Svmantec Endpoint Protection 11.0

au réseau

peériphériques

doéi ntrus

Anti-spyware

Anti-virus

|

O

o)

’ symantec.

Confidence in a connected warld,

Activatien par souscription OPTION
< ready » : agent NAC (Network Access Control) inclus SNAc
Ajoute le contréle de conformité du poste en complément de sa protection\
Contrdle des périphériques externes (Sygate)

Protection contre les lecteurs MP3, clef USB, etc.

Protection comportementale contre les intrusions (Whole Security)

Protection réseau basée sur les vulnérabilités (« Generic Exploit Blocking »)

[PS Protect ion (prot -mémedlles utilisateu

,

Leader Gartner ! i Issu du meilleurpare-f eu dobéentrepri se (
Détection précise des localisations des postes et du type de connexion,
assignation de politiques adaptées

Meilleur anti-spyware, technologie éprouvée de détection et de suppression
l nclut | a technologie VxMS (Veritas)

La solution anti-virus leader sur le marché (SAV CE)
Le plus de certifications
comparaison a toutes les autres solutions

cons®cutive
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,S}Hnantec.
Symantec Endpoint Protection 11.0 |ersstmen

dacc s
au réseau

AUn seul agent

——

peériphériques

o n AUne seule console de gestion

doéi ntrus

A Solution flexible

Anti-spyware

Anti-virus

|
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P Anti-Malware

-1 ,S}Hnantec.
AIMIESES Optimisation des ressources [ERETSEER -

Hautes
Performances !
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P Anti-Malware

-1 ,S}Hnantec.
AIMIESES Optimisation des ressources [ERETSEER -

129MB

Allocation dynamique
de mémoire vive

84%

de réduction en utilisation
de mémoire vive

62MB

SAV CE 10.1

SEP 11
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Anti-Spyware

, symantec.

AntiVirus Nouvelle interface utilisateur [EE—G—G—GGuG—G—

o Symantec AntiVirus

(U= 140 b

Scan for threats
Change settings
LiveUpdate
View quarantine
View logs

Facilité
doutili sa

Configuration et
statut visibles
rapidement et
facilement

' (fd Proactive Threat Protection Oon Options
| rayidas zecc-day protect . wikncan thraat

3N S0ary

w

*'l (? Anti'Vll'US md Ant.SF Scan Tuning Cptions
¢ : Definttions: October 6, Move the slider to bune the scan performance.

-«__I Best Scan Performance

- = - Optimized ko run the scan as Fast as possible,
*' c? Network and IDS Prq - Other applications may run slower,
"L J MNatwaork and 105 Protection £ngine

Balanced Performance
- Optimized ba run the scan and other applications at the same rate.

SKAS version: January 3, 1970 r1234

Protection
avancée contre
les Rootkits

Optimisation
des
performances

Best Application Performance
- Optimized ko run other applications as Fast as possible.
- The scan may run slower.

Scan Tuning Options |z

[ oK ][ Cancel ][ Help

|
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AntiVirus

61571t Py Manaimooent Comude eystvm i Conmoitod b sevem 8 Wbt isix]

- - Pafrueh | anmedt Hal, &M
Monitoring BRI o Procection Poicy - pokey tibeary i
A Tamper Protection
roros e 1 [ Scam Detahs | Naticaions | Advanced |

'F.Cﬂlﬂ

Base de registre

COvervew
B ¥ Eratie Tamper Protechion Ruvet Detwst Scn Detads |

Processus

Tomper Profection

ﬁ ~ Keoop Tampear Probaction anabied even if Symanac ArdVirus 12 shut down

Fichiers

oot rizky 10 cetect

Select the type of protection to apply
& ¥ procass

Acticn [Eio:m T]

B 7 remei Otma

scteo [Bock [ *]

‘ Antispyware

‘ AntiVirus mpp—

"Ml ;J & 1 7 ||, symantec Palicy Man... l;}@ 2:20°M




, symantec.
P l' O t eCt | O n an t | V | I’a| e Confidence in a connected world,

_ AntiMalware
Rootkits

A Dé_tecté @ @ @ @
uniquement par \ \/ g

Symantec, le

rootkit Mebroot Virus SpyWare Crimeware
(attagues MBR)

Auto-protect en temps réel

A 9 Janvier 2008 Détection avancée et blocage

Suppression automatique
Protection avancée contre les Spywares/Adwares
_ Nouvelle protection contre les Rootkits
‘ Antispyware _ Performances améliorées

Moins doéi mpact sur | e sy

AntiVirus
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Anti-spyware

Anti-virus

Pare-feu personnel

A Leader Gartner ! 7 Issu du meilleurparef eu doéent r
( )
Sygate
Détectio et du type
g .
A challengers leaders yp
de conn y — — -~ es
A Pare-feL
A Granulal | Symantec
Check Point Software Technologies
T Ap| . ‘ ° "vice, ti
A Peut blo % » Microsoft Qiiztcg(feytsggfmty Systems /mPcap)
A R_ég}ess z | — “thernet,
wireless =
A Détectio | | TedMeos )
uefir urity Technologies
AMode puelie Secuy des a |
lnfoEspress Seﬂforceﬁ'echnologies ) p p
\n}che players ;/isionaries

——— completeness of vision b———p»

Source: Gartner, Magi
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Comment localiser un poste et
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a.d apter I a p O I iti q u e ? Confidence in a connected warld,

Criteres disponibles

A Auto-Location Switching

Politique:
Interne

Politique:
Externe h
LAN
interne

Anti-spyware &
N Site distant
L (maison, hotspot,
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Conndence in a connected warld,

Modul e Pr®ventio

.......................... Syst me de pr®vention

. A Proactive Threat Scan :
: | Basesurle comlportement des applications (valides ou non valides)
. A Application Contro :
! | Basé sur des regles :
! I Contr!le | a capacit® doune appl]i
! connexions réseaux !

A Surveille les applications o
A Bloque les programmes non validés

Anti-spyware . . . _—
Py A Controle les accés aux dossiers et fichiers

Contrtle | dacc s | a' Gyl
A Controle les chargements de modules et DLL

Anti-virus
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------------------------------------------- ControOle des périphériques externes

A Controle les périphériques par type
(Windows Class ID, Device ID)

A Support de tous les types de périphériques
Contrdle des I USB, Infrarouge, Bluetooth, Série, Parallele, FireWire, SCSI,
périphériques PCMCIA , N

A Peut bloquer la lecture / écriture / exécution
A Exemple :
S i oTn Bl ogue tous |l es p®riph®riques

USB et du clavier

A Worm - W32.SillyFDC

Anti-s pyware I Cible les cartes mémoires
I Serépand en se copiant sur les lecteurs externes comme
les clefs USB
- I Se lance automatiguement lorsque la carte est connectée
Anti-virus sur un autre poste
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